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1 Ilesb ¥ 3a/1a4H OCBOEHHUS AHCHMILIHHBI (MOTYJIsT)

IlebI0 M3y4eHHs JUCIUIUIMHEL ABJISETCS OCBOCHHE METOJ0B U CPEICTB 3aIUThI uHpopMa-
LIUU B KOMIBLIOTEPHBIX CUCTEMAX U CCTAX.

3agayaMu U3yUYCHUS JUCLUIUIMHBI SABIISIOTCS:

— PAacCcMOTPEHHE METO/I0B IIOCTPOCHHSA MOJIEIH TIONUTUKH OE3011aCHOCTH JUIsS OPraHu3alliH;

— M3y4eHHe BOIPOCOB MACHTH(PUKAIMY U ay TeHTHYUKAINHI [10J1b30BaTENe! B CHCTEMAX,

— W3ydeHHe BOIPOCOB KPHITOrPapUueCKOH 3aIIUTBI ¥ BONPOCOB KOHTPOJIA LEIOCTHOCTH
nH(pOpMaLUH;

— hopMHUPOBaHKE MPEACTABICHNH 00 OPraHU3aLIKs KIIOUEBbIX CHCTEM 3aUThI KOMIBIOTEP-
HO¥M nH(pOopManuu,

— N3ydeHHe OpraHU3aLHOHHBIX, TEXHUYECKHX U IIPOrPAMMHBIX MCTO/IOB 3aIIUThI uHpopMa-
1M1 B KOMITBIOTCPHBIX CCTAX.

2 MecTo AMCHMILTAHBI (MOAYJIs) B CTPYKTYpe OCHOBHOW MPo¢ecCHOHATb-
HOI1 00pa30BaTE/ILHOMN POTrPAMMBbI

JlucuurumHa (MOJYyJlb) OTHOCHTCS K 00s3aTEIBHON YacTH OCHOBHOM TPO(heCcCHOHANBHON
00pa3oBaTeIbHON TIPOrPaMMBbI.
NucuuimHa (MOIyJIb) H3y4aeTcst B 7 CEMECTpe.

3 Ilepedennb MUIAHMPYEMBIX Pe3yJbTAaTOB 00yueHHs 10 AUCHUILIHHE (mo-
Y J110)

[lepedeHnb MIAHKPYEMBIX PE3yJIbTaTOB O0YUYCHHS 110 JIUCIUIUIMHE (MOTyITI0), COOTHECEHHBIX
C [UIAHUPYEMBIMH PE3yJIbTaTaAMH OCBOEHHSI OCHOBHOH npodecCHOHANBHON 00pa3oBaTeNbHON MPO-
rpaMMEI ((pOpMHPYEMBIMU KOMIIETEHIUAMN) U HHIAUKATOPAMH HX JIOCTVIKCHHA, yCTAHOBJICHHBIMHU B
001ieil XapaKTepHCTUKE OCHOBHOMN MPO(eCCHOHAIbHOM 00pa30BaTeNbHOM MPOTPaMMBI, IPUBEIEH
HUKE.

B pesysbTaTe OCBOCHHUS AMCIUILINHEL (MOIYIIST) 00yYaroIINiCs JTOJDKEH:

3HaTh:

1) IpUHIMIILI, METOABI U CPEICTBA PELICHHs CTAHJAPTHBIX 3a/1a4 poheCCUOHATBHON JIes-
TENBHOCTH HA OCHOBE MHMOPMAUMOHHOW W OMONIMOrpaduuecKoi KymbTyphl C MPUMCHCHUCM HH-
(opMaIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHi ¥ ¢ y4eTOM OCHOBHBIX tpeboBanuii nHGOpMAaIH-
OHHOIT Ge3onacHocTH (ko kommerenmuu — OITK-3 xox nHmukartopa — OIIK-3.1)

YMmerth:

1) pemath cTaHAapTHBIC 3aa49H NPO(GECCHOHATEHON NEATELHOCTH Ha OCHOBS urpopmanu-
OHHOM 1 GuOIHOrpadueckoil KyJabTypbl ¢ TIPUMEHEHHEM MH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJOTHIl ¥ ¢ y4ETOM OCHOBHBIX TPeOOBaHMH HHMOPMAIMOHHOH 6e30MaCHOCTH (KO KOMIICTCH-
un — OIIK-3, xox unmukatopa — OIIK-3.2)

Biaanernb:

1) HaBBIKAMH TIOATOTOBKM 0030pOB, AHHOTALHMIA, COCTABICHHs PEpepaToB, HAYIHBIX JOK/IA-
OB, Iy6THKALHil, 1 Gu6IHOrpaduu M0 HayIHO-HCCICAOBATEIbCKOH paboTte ¢ yueToM TpeboBaHUH
uHPOPMAIMOHHOI 6€30MaCHOCTH (KO KOMIIETEHIIMH — OI1K-3, kox unaukatopa — OINIK-3.3).

[ToyHble HAMMEHOBAHUS KOMIICTEHIIMHA M MHIUKATOPOB HX JOCTHIKEHHMA INPC/ICTABIICHBL B
06111eil XapaKTepUCTHKE OCHOBHOI IPOdeccHOHaIbHOU 00pa3oBaTEeIbHON IIPOTrPAMMBI.



4
4 O0BbeM ¥ cofep:KaHue JTHCIMIINHDBI (MO/LYJIst)

4.1 O6beM AUCHUNIHHBLI (MOAYJIs), 00beM KOHTAKTHOH H CaMOCTOSITENIb-

Hoii pa6oThl 00y4alOIIerocst MPH OCBOCHHH JMCHHIUIMHBI (MOAY.IsA), (popmbl
NPOME:KYTOYHOI aTTeCTAluH M0 TUCHUILINHE (Mopy110)
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VeioBHbIe cokparenns: D — sxzamet, 34 — 3auer, J13 — nuddepenuupoBaHHbIil 3a4eT (3a4eT

¢ onenkoii), KIT — 3amura kypcoBoro mnpoekra, KP — 3amura KypcoBoi paboTHL

4.2 Conep:xanue JeKIHOHHBIX 3aHATHH
3aounas popma o0yueHuUs

Ne
n/n

TeMbl JeKIUOHHLIX 3aAHATHH

7 cemecTp

Ananu3 yrpo3 un(GopMauonHoi Ge3omacHocTd.. MeTosibl odecneueHus uHGOPMAIMOHHON
esomacHocT. Ob6ecneyerne nHGOpMAIEOHHOM Ge3ortacHocTd cereit. CTannapTsl HHMOP-
MaruoHHoM 6e30macHocTy. ITpuHIENE! KpunTorpadudeckoit amuTsl nagopmauuu. Co-
BPEMEHHBIE CHMMETPUYHbIE KPUITOCHCTeMbL. OTeuecTBEHHBIH CTaHAApT MK (pPOBAHHS
JTAHHBIX.

O6ecrieyenie 6€300aCHOCTH OIEPAIIHOHHBIX cHCTeM. OpraHM3aliOHHO-PEKUMHBIE MEPBI
sawuThl HocuTenei nadopMarmu. TEXHOIOTUH MEXKCETEBBIX 9KpaHOB. OCHOBbI TEXHOIIO-
I'UH BUPTYaJIbHBIX 3alluIleHHbIX ceTedl VPN. 3amura Ha KaHaJIbHOM U CEaHCOBOM ypOB-
usix. 3ammTa Ha cereBoM yposHe — mporokon IPSEC. 3amuTa Ha NPUKIaJHOM YPOBHE.

4.3 Conepikanue NPAKTHYECKHX (CEMMHAPCKAX) 3aHATHH
3aounasi popma o0y4eHHs

Ne
n/n

HanMeHOBaHHSI NPAKTHYECKHX (CEMHHAPCKHUX) padoT

7 cemecTp

AHanu3 yrpo3 ceTeBoii 6e30IMacHOCTH. YIIPAaBICHYECKUE MEPDI obecneuenus nHMGOpMALIU-
OHHOM 0€30MaCHOCTH.

KpunTorpaduueckne MOZEIH 3aIUThl HHPOPMALHH.

Anroput™el ay TeHTH(OHUKALUH T10J1b30BaTEICH.

BV IS

AHanu3 3aMICHHOCTH U 0OHAPYKCHHE aTak.




4.4 Conepxxanue J1a0oOpaTOPHBIX pador
3aounas ¢popma 00yueHHs

Ne
u/n HaumeHoBaHus J1aGopaTOPHBIX padoT
7 cemecTp
1 JTaGopatopHas pabora Ne7. Pa3paGoTka mporpamMmbl pasrpaHMHYeHUs IIOJIHOMOYHI M0JIb30-
BaTesel Ha OCHOBE MAapOJIbHON ayTeHTU(UKALUU
) JlaGopatopras pabora Ne8. Vcrosnb3oBanue GyHKIUNA KpunTorpaduueckoro narepdeiica
Windows jutst 3amuTsl HHGopMamu
3 JlaGoparopuast pabora Ne9. Pa3zpaboTka nmporpaMmsl 171s IH(POBaHHs TEKCTOBBIX (DaiiioB
na ocuoBe ¢ynkimiit CRYPTOAPI
i Jlabopatopnas pabota Ne 10. KonnuecTBeHHas OLEHKA CTOMKOCTH
apoJIbHOM 3aIIUTHI

4.5 Conep:kanne KJINHHYECKHX MPAKTUYECKHUX 3aHATHI
3aHATHS YKA3aHHOTO THIIA HE MPEILyCMOTPEHBI OCHOBHOH NpodeccHoHanbHOM 00pa3oBa-

TEIBHOW MPOrPAMMOMN.

4.6 Conep:kaHne caMOCTOATEJIbHON Pad0THI 00y4aI0LIerocs

3aounas ¢popma o0yueHHs

Ne .
il Buas! 1 popMBbI caMOCTOATEILHOM PadoThI
7 cemecTp
1 |TToaroToBKa K MpaKkTHYECKUM paboTam
2 |IToaroToBKa K J1ad0paTOpHBIM paboTam
3 |[oaroroBka u BBIMOJHEHHE KOHTPOJIEHO-KYPCOBO pabOThI
4  |lloaroroBKa K MPOMEKYTOUYHOM aTTECTALIMH U €€ IPOXOKICHUE

5 Cucrema ¢GopMHpPOBaHUSI OLEHKH Pe3y1bTaroB 00y4eHHMs IO JAUCIH-

IJinHe (MOAYJII0) B paMKaX TEKYLIero KOHTPOJ/sl YCIeBAeMOCTH M IPOMeKyToY-
HOIi aTTecTalMu 00y4yaroIerocs

3aouHas ¢popMma 00y4eHHs

MeponpusiTisi TeKylero KOHTPOJIs yCIeBaeMOCTH MakcumajibHOe
U MPOMEKYTOUYHOM aTTeCTAIMH 00y4aKIIerocs KOJIMYeCTBO 0a/1710B
7 cemecTp
OuenuBaemas yueOHasi 1eTeJIbHOCTh
o0yuaronierocs:
. |Pabora Ha mpakTH4YeCKHX (CEMHUHAPCKUX) 3aHATHAX 10
Texymuit =
BeimonHeHune 1 3amura raboparopHoi padotel Ne 1 p
KOHTPOJIb =
Beimonnenye 1 3amuTa 1adopaTopHoi padoTel Ne 2 3
yCIIEBAEMOCTH =
BeimonHenue u 3amura JlaboparopHoi pabotsl Ne 3 5
BeimosHenue u 3amura laboparopHoi paboTsl Ne 4 3
BrInonHeHne KOHTPOJILHO-KYPCOBOH pabOThI 30
[IpomexyToy- o
P Y JuddepeHunpoBaHHbIN 3aUeT 40 (100*)
Hasl aTTecTanus




* B ciayuae 0TKa3a 00y4arolerocst OT pe3yIbTaToB TEeKYIIEr0 KOHTPOJIS yCIIEBaEMOCTH

IIIxaj1a COOTBETCTBHS OLIEHOK B CTO0A/JILHOM M aKaJeMUYeCKOM cucremMax oie-
HUBAHMS Pe3yJbTATOB 00y4YeHHs 10 JUCIHILINHE (MO1YJ/II0)

CucremMa OLleHUBAHHA

pe3yabTaToB 00yUeHHU s

CrobayipHas CUCTEMa OLICHUBAHUS 0-39 40 — 60 61 —80 81 -100

AKajeMu4ecKasi CUCTEMA OLICHUBAHUS

(ox3amen, quddepeHnnpoBaHHbli 3a4eT, | Heynosne- | ¥Ynosnerso-
3aIUTa KypcoBOIro IIPOEKTa, TBOPUTENILHO | PHUTEIBHO

3allUTa KyPCOBOM PabOThI)
AKajzieMu4ecKasi CUCTeMa OLIEHUBAHMS
(3auer)

Ouenku

Xopomo | OTimyHO

He 3aureno 3aureHo

6 Onucanue MaTepuaJLHO-TeXHHYECKOH 0a3bl (BK/I0Yast 000py1oBaHNe H
TeXHHYeCKHe cpeicTBa o0y4eHust), HeOOXOAHMON 1Jisl OCymIecTBJIeHHsI 00pa30-
BaTeJbHOI0 MpoIecca Mo TUCHHILIAHE (MOAYJII0)

Jiist OCYIECTBIIEHHS OOPA30BATENbHOrO MPOIecca MO JUCIUIIMHE (MOAYINO) Tpedyercs:
JUISL IPOBEICHUS JICKIIMOHHBIX 3aHATHII 110 JUCIUILIMHE TPeOyeTcs CTaHAapTHAs ayAUuTOpHsl, OCHA-
IIleHHAs! JOCKOM, MM ayJXUTOPHs, OCHAIIEHHAsS BUICONPOCKTOPOM, HACTEHHBIM 3KPAHOM, HOYTOY-
KOM; JUIs IPOBEIEHHS TabopaTOpHBIX PaboT TpeOyeTCs KOMIIbIOTEPHbIN KI1acc.

KOMIBIOTEPHBIN KJIACC JODKEH ObITh OCHAILEH ONEPAlMOHHBIMU CUCTEMaMU Windows/

Linux, cpenoii pa3paboTKi MPOrpaMMHOr0 oOecrieueHus Ha JIoOOM U3 S3BIKOB MPOrPaMMHPOBA-
HuUsl BBICOKOTO ypoBHs (Hampumep, Geany, IDLE, Qt Creator, CLion, Eclipse, Xcode), a Takxe
O(HCHBIMY TIPOTPAMMaMH, COJEPKAIMMHU TEKCTOBBIC PEAKTOPBI.

CrienManu3upoBaHHOe 000PYIOBaHUE HE TPeOyeTcsl.

7 TlepeyeHb OCHOBHOW W IONIOJTHHTEIbHON y4eOHON JuTepaTypbl, Heo0Xo-
AUMO¥A 1J151 OCBOCHHUS THUCIHUNINHBI (MOLYJIs1)

7.1 OcHoBHas JUTEpPaATYpa

1. Tpymo, A. A. TeopeTHueCKHe OCHOBBI KOMITBIOTEPHOI Ge30IMacHOCTH : yuebHoe mocodue
st By30B / A. A. Tpymo, D. A. Ilpumenxko, E. E. Tumonuna .— Mocksa : Akagemus, 2009 .—
269 c.

2. Xopes IL.B. MeTopl u cpencTBa 3alUThl MHPOPMALMK B KOMIBIOTEPHBIX CHCTEMAX.
Vuebnoe nocobue mis By30s / [1.b.Xopes — M.: Akagemus, 2012. — 256 c.

7.2 lonoJIHUTEIbHAS JIUTEpaTypa

1. JleBsiunn T1.H. Mozienu 6e30nacHOCTH KOMIIBIOTEPHBIX CHCTEM. Y4eOHoe nocooue s
By30B. — M.: Akanemus, 2015. — 144 c.

2. Kypuan "HARD"n"SOFT"

3. Kypuan "PC Magazine" / RE

4. YXypuan "Borpocs! 3amutsl vHGopManuu"

5. Xypnan "3amura unpopmarmu. Mucaiin"
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8 Ilepeudenn pecypcoB HHPOPMAUMOHHO-TEIEKOMMYHHKAIIMOHHOW CeTH
«HTEpHET», HEOOXOAMMBIX /151 0CBOEHHS JUCIMILIMHLI (MOLY.IsT)

1. 3ammra wunpopmaunuu. HWucaiin [DnexTpoHHbIH pecypc] — Pexum jpoctyma:
http://www.inside-zi.ru
2. Bammra undpopmanuu. Koubunent [DnexTpoHHbld pecype] — Pexum pocryma:

http://www.confident.ru

3. Duexrponnsiii unranphsiii 3an "BUBJIMOTEX" : yuebuuku aBropos Tynl'Y mo Bcem
JTUCHUILTHG. HaM. [DnexkTponHbli pecypc] — Pexum noctyma: https:/tsutula.bibliotech.ru/, no napo-
JI10.- 3ari. ¢ 3KpaHa

4. DBC IPRBooks ynuBepcaabHas 6a30Basi KOJUICKIUS H3TaHUH. [DIeKTPOHHBIA pecypc] —
Pexum nocryma: http://www.iprbookshop.ru/, no napouro.- 3ari. ¢ skpaHa

5. Hayunas Dnekrponnas bubnuoreka eLibrary - 6Gnbnuorexa 1eKTpOHHON NEPHOINKH. -
[DaexTponnsli pecypc] — Pexxum noctyma: http://elibrary.ru/, mo maposo.- 3ari. ¢ 9KpaHa.

6. HOb KubepJlenunka HayuHasi 3JIEKTPOHHAs OHOIMOTEKAa OTKPBHITOTO HOCTyna/ [Diek-
TPOHHBIN pecypc] — pexum focryma http://cyberleninka.ru/, cBo6oaHbIi.~ 3ari. ¢ 9KpaHa.

9 Ilepeuens HH(POPMAUMOHHBIX TEXHOJOIMHA, HEOOXOAMMBIX JIs1 OCY-
IIeCTBJICHUS 00Pa30BATEILHOTO MPoLecca M0 JUCUMILIMHE (MOLYJII0)

9.1 IlepeyeHb HEOOXOAUMOIO €:KEroJAHO OOHOBJIIEMOTO JTHIIEH3MOHHOIO U
CBOOOIHO PACHPOCTPAHSAEMOr0 NPOrpaMMHOrO odecneveHus, B TOM Yucjie oTe-
YeCTBEHHOI'0 IPOU3BOACTBA

1. OC Windows (Linux).

2. 11O MoitOduc.

3. Cpensl paspaboTku mporpammHoro obecmeuenus: Geany, IDLE, Qt Creator, CLion,
Eclipse, Xcode.

9.2 Tlepeyenb HEOGXOAMMBIX COBPEMEHHBIX NPO(ecCHOHANbHBIX 0a3 1aH-

HBIX " I/IH(I)OpMa]_lI/IOHHLIX CIIpaBOYHbLIX CUCTEM
CoBpeMeHHbIe NPodeccuoHanbHbIe 0a3kl JaHHBIX U MH()OPMAIMOHHBIE CIIPAaBOYHbIC CUCTE-
MbI HE TPEOYyIOTCA.



