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1. Onncanue GOHA OUEHOTHBIX CPEACTB (OHEHOYHBIX MATEPHAIIOB)

DOHI OLIEHOUHBIX CPEACTB (OIEHOUHbIE MATepHalbl) BKIIOYAET B CeOsl KOHTPOJIBHBIC 3a/1a-
HUst ¥ (WIH) BOIPOCHI, KOTOPbIE MOTYT OBITH NpPEUIOKEHb! 00yYarolIeMyCsl B paMKax TCKyIIEro
KOHTPOIIs yCIIEBAEMOCTH M IPOMEKYTOYHOM aTTECTAUUM IO JUCIMILINHE (Momymio). YKa3aHHEIE
KOHTPOJILHBIE 3aaHus U (M) BOIIPOCHI MTO3BOJISIOT OLEHUTH JIOCTHXCHUC 00yyaromumcs IIaHu-
PYeMBIX Pe3yJbTaToB 00yYeHHs MO AUCUMILUIMHE (MOJYINO), YCTAHOBJICHHBIX B COOTBETCTBYIOLLEN
paGoueii MporpaMMe MUCLMILTHHBL (MOIYNs), & TaKkKe CHOPMUPOBAHHOCTH KOMITETCHIIH, YCTAaHOB-
JIEHHBIX B COOTBETCTBYIOIIEHl OOLIEH XapaKTepPHCTHKE OCHOBHOM npodeccroHanbHON 00pa3oBa-
TEJIbHOU IPOrpaMMBbl.

[ToJIHbIe HANMEHOBAHMS KOMIIETCHIWH MPeCTaBIeHbl B O0LIEi XapaKTepUCTUKE OCHOBHOM
npodeccroHaIbHON 00pa30BaTENbHOM IIPOrPaAMMBL.

2. OneHo4HbIe cpeacTBa (OLEHOYHBbIE MAaTEePHAJIbI) AJIsl IPOBEACHUs TEKYLIero
KOHTPOJIsI yCTIeBAeMOCTH 00yYarouuxcst N0 JHCHUIINHE (MoyJ110)

Iepedenb KOHTPOIBHBIX 321aHUI W (HJI1) BONIPOCOB /151 OLIEHKH c¢(h)opMHPOBAHHOCTH KOM-
nerennuu OIIK-6

1. Cucrema 3amuThl HH(GOPMAIINH JODKHA OBITH PACCMOTPEHA KaK COCTOAILAs U3 CIICIYI0-
IIUX ITOACHUCTEM:

a) MOJICUCTEMBI YIIPABJICHHS TOCTYIIOM

0) IOACUCTEMBI, AHATU3UPYIOLIEH YTPO3bl H YA3BUMOCTH

B) MOJICUCTEMBI PETUCTPAIH U YUeTa

r) KpunTorpaduUecKom moCUCTEMbI

1) IOJCUCTEMbI 00ECTIEYEHHS [IETOCTHOCTH

2. Kakue Z0KyMEHTHI MOTPeOyIOTCs 17T 3aIUThl KOH(MICHIMaTbHON uHpopmanun?
a) @3 Nel52 «O nepcoHanbHbIX TaHHBIX)

6) ®3 Nel187 «Kpurndeckast nHQOPMALMOHHAs HHPPACTPYKTYPA. ..»

B) PII «Knaccsr 3amummenHocta AC...»

r) ®3 Ne 98 «O KOMMEPYECKOU TalHE. ..»

1) Meronuka nocrpoetust Mmogenu yrpos ®CTOK

3. TlepeunciuTe yrpo3bl, HEMOCPEACTBEHHBIM HCTOYHNKOM KOTOPBIX SBJISIOTCS INTATHRIC
IPOrPaMMHO-AINapaTHEIC CPEACTBA HH(POPMALMOHHOH CHCTEMBL:

a) HeKBAMM(UIMPOBAHHOE HCIIOIB30BAHME UM OLIMOOYHbIH BBOJI TAPAMETPOB IIPOrpaMM

0) aBapUiHOE 3aBEPLICHUE CUCTEMHBIX IIPOLECCOB

B) MHUIMAITN3anUs 6a3 JaHHBIX

r) 0TKa3bl 1 cOou B paboTe onepanronHoi cuctemsl, CYB/l 1 NPUKIaHBIX POrpamMm

1) opMaTHPOBAHUE MIIM PECTPYKTYPU3ALMIO HOCHTENEH HHPOPMAIHH, YIAICHNE JAHHBIX

IepedeHb KOHTPOJIBHBIX 321aHUI H (M) BOIPOCOB /ISl OIIEHKH c¢()opMHPOBAHHOCTH KOM-
nerennuu ITK-11

1. YKkakuTe JOKyMEHTBI, Ha 0a3e KOTOPBIX OCYIICCTBIIAETCA 3allUTa uHdopmarmu, obpa-
6atpiBacMas B TH(POPMAIIMOHHBIX CUCTEMAaxX MEePCOHANBHBIX JTaHHBIX.

2. YKaxuTe BO3MOXKHbBIE KATETOPUH MEPCOHAIbHBIX JaHHBIX.

3. YKa)HUTe BO3MOKHbIE KATETOPUH HAPYIIMTENEH PesKuMa SKCILTyaTalui HHPOpMalioH-
HOM CHCTEMBbI IIEPCOHAIbHBIX JTAHHBIX.

4. TlpencraBpTe ONpEJIENIEHHE TUIIOBOI MOACIH yIrpo3 MHGOPMAIIMOHHOM CHCTEMBI IEPCO-
HAJTbHBIX JaHHBIX.
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5. KakuM 00pa3oM Onpesiersiercs nepeueHb BOSMOKHBIX yrpo3, XapakTepHbIX I uHdop-
MAITHOHHO CUCTEMBI IIEPCOHAIIBHBIX JaHHBIX?

TepedeHs KOHTPOJIBLHBIX 3a1aHMIi 1 (MJIH) BOIIPOCOB /15 ONIEHKH C(hOPMUPOBAHHOCTH KOM-
nerennuu [TK-22

1. Kakum 06pa3oM OCYyIICCTBISETCA BLIABICHUE aKTYallbHBIX YIPO3 IS uHGOPMAMOHHOK
CHUCTEMBI IIEPCOHATBHBIX JIaHHBIX?

2. KakuM 06pa3oM yCTaHABIMBAIOTCA TEXHUYECKUE U OKCILTyaTallMOHHBIC XapaKTCPUCTUKH
HHGPOPMALIMOHHON CHCTEMBI EPCOHANBHBIX JIaHHBIX? OmnuiuTe, 4T0 €CTh BXOJHOM YpPOBECHBb 3a-
[IMIIEHHOCTH UH()OPMALIMOHHON CUCTEMBI TIEPCOHAIBHBIX TAHHBIX.

3. VKaKHUTE, YTO €CTH BEPOSTHOCTD PEaM3aiiiil yrpo3bl U KaK PEKOMCHIOBAHO OCTOK ee
OIIPEJICIIUTD.

4. YKaKuTe, 9TO €CTh PEATM3YEMOCTb YIPO3bI M KaK 3Ty XapaKTCPUCTUKY PEKOMCH/0BAHO
onpeaenute PCTOK.

5. Kak ompeienuth ypoBeHb 3aIUIIEHHOCTH UH(POPMALMOHHON CHCTEMBI NIEPCOHABHBIX
JIAHHBIX ¥ KAK ONPEEIUTh NEPeUeHb Mep JUIA €e 3aIuThi?

3. OueHOYHBIE CPEACTBA (0NEHOYHbIE MATEPHAJIbI) 11l IPOBEICHU MPOMEIKY-
TOYHOIi ATTEeCTANNH 00y4AIOIIMXCs 0 NHCIHUILINHE (MOIYJII0)

IlepeueHnb KOHTPOILHBIX 3a1aHUI U (MJ11) BONIPOCOB JIJIs1 OIIEHKH C()OPMHPOBAHHOCTH KOM-
nerennun OIIK-6

1. YKaKuTe yrpo3bl, HEMOCPEICTBEHHBIM HCTOYHUKOM KOTOPBIX ABJIACTCS CPEAA, B KOTO-
poii sKcIuyatupyercs nHpopMalMOHHas CHCTEMA Ha OCHOBE 0a3bl JTaHHBIX

a) IeCTPYKTHBHBIE (DYHKIMH IPOrPaMMHOT0 obecreueHnst, QyHKIMOHUPYIOLIETO napa-
JIETIBHO € HKCILTYaTHPyeMOil HH(OPMAIIMOHHOH CHCTEMOM

©) BHE3AIHOE U JUTUTEJIbHOE OTKIIFOYCHNUE CUCTEM DIICKTPOTIHTAHUA

B) IIPUPOJIHBIC KATaCTPOdBI

I') TEXHOTEHHBIE KaTacTPO(bI

J1) BCIJIECKH MPUPOJHBIX 3IEKTPOMATHUTHBIX M3/1yYCHHUH

2. K yrposam HapyiieHust HHPOPMAIMOHHOM 0e30MacHOCTH JaHHbIX, oroOpakacMo# Ha
TepMHHAJIE TI0JIb30BATEIs UIIM IPUHTEPE CIeyeT OTHECTH:

a) u3MeHeHne nHGOPMAIHU B ONIEPATHBHOM MAMSATH, ucnonb3zyemoid CYB/I quist kampo-
BaHUs JaHHBIX

6) n3MeHeHne MHMOPMALHH B ONIEPATHBHO NaMsTH, UCTIONb3yeMOH OIEpAIlMOHHON CH-
CTEMOI JJIsl KIIIUPOBAHUS TAaHHBIX

B) JIOKHAsI CECCHUSA

r) H3MeHeHHe HH(OPMALMH B OIIEPATHBHO MaMATH, UCIIOIb3YEeMOH NPUKIaAHBIMU PO-
rpaMMaMi B IPOIECCE OPraHM3allMU U BBITOIHEHUS CECCHU B3aMMOJIEICTBUS ¢ cepBepoM 0a3 JaH-
HBIX H IIPOCITYIIUBAIOIINAM IIPOLIECCOM

1) N3MEHEHHUE DJIEMEHTOB JaHHBIX, BHIBOJMMbIX HA TCPMHUHAJ WM NPUHTEP MOIL30BATENs
3a cYeT MmepexBara NOTOKa

3. Yrpo3bl, BRI3BAHHBLE BO3ACHCTBUEM Ha cUCTEMY 0a3 JaHHBIX M €€ KOMIIOHCHTEI 00BbeK-
THBHBIX (PU3UIECKHUX MPOLECCOB MIIM CTUXMIHO Pa3BUBAIOIMXCS PUPOJIHBIX SIBJICHUH — 3TO. ..

a) HanboJiee BEPOATHOCTHBIE YTPO3bl

0) HerACHTU(DUIUPYEMBIE YTPO3BI

B) HCKYCCTBEHHBIE YIPO3BI

I) CIIy4alHBIE YIPO3BL



) €CTECTBEHHBIE YTPO3bI

IepeyeHb KOHTPOJILHbIX 32 1aHUH 1 (1J1M) BONPOCOB J/Isl OLEHKH C()OPMHPOBAHHOCTH KOM-
nerennun ITK-11

1. Uro Takoe moiurtrKa GezonacHocTy opragusanuu? Kaxk ona IPOCKTHPYETCA?

2. Kakue aBTOMATH3UPOBAHHBIE CHCTEMBI IOMOTYT Pean30BaTh MOJCIIHN YIPO3 W HapyIH-
Tenen?

3. Kakue QyHKIUY BBIIONHAIOT Tporpammel 'PU® 1 KOHIOP?

4. Vkaxure, KaKHe KOMIIAHUM HA POCCHHCKOM PBHIHKE BBINYCKAIOT cepTU(HULUPOBAHHOC
porpaMMHOE 00ecreueHne UL 3aIlUThI nHpopmaunn?

5. Uto mo3BOJSET peanu3osath TexHonorus SecretNet?

IepeyeHb KOHTPOJILHbIX 32 1aHAH 1 (1J1M) BONPOCOB J/Isl OLEHKH C()OPMHPOBAHHOCTH KOM-
nerenmun ITK-22

3ananue 1
COCTaBUTH CXeMy, JEMOHCTPHPYIONIYIO KJIAacChl 3alllMIIEHHOCTH TOCY/IApCTBEHHBIX
MH(OPMALMOHHBIX ~ CHCTEM, obpaGarpiBatowieil  wHQOpMALUMIO,  HE  COCTABIIAIONLYIO

rOCyIapCTBEHHYIO TaiHY.
Jluteparypa: [Ipukas @CTOK Poccun ot 11 ¢espains 2013 . N 17

3ananue 2

IpennpusTe BBIICINIO!

- N YPOBHEHU yTpo3,;

- M ypOBHEH yA3BUMOCTEN;

- K YPOBHEIl [IEHHOCTU MH()OPMALINOHHBIX aKTHBOB.

Pa3paboTaTh CHCTEMY OIEHKHM BEPOSTHOCTH BOSHUKHOBCHHA HHIM/CHTA B obnactu
MH(POPMAIOHHON 6€3011aCHOCTH.

VCIIO/Ib30BATH KOJIMYIECTBEHHBIE M KAYECTBEHHBIE IKAJIbl 3HAYCHUH.

Jluteparypa: TOCT P MCO/M3BK 27005-2010

Bananue 3
NudopMannoHHas CHCTEMa paboraer ¢ 2 HMHQPOPMALMOHHBIME aKTHBaMH, LEHHOCTb
OJHOTO W3 HHUX OYE€Hb BBICOKAs, IPYroro — OYCHbH HH3Kasi. VCTaHOBJIEHO, YTO KaXIbIA M3

HH(POPMAIMOHHBIX aKTHBOB MMEET 3 HE3HAYMTE/ILHBIX (cpennux) yrposbl, Kakzaas N3 KOTOPBIX
MOAKPEIUIEHA OYCHb BBICOKOHM YS3BUMOCTBIO CHCTCMBI. TToNnb3ysich IIKAJNOW, pa3palOTaHHON B
3amaHuM 2, ONPEACIMTH CTEleHb BEPOATHOCTH BOSHUKHOBEHMS HMHIMACHTA JUIA K&KIOTO
MHMOPMAIMOHHOTO aKTHBA U JUISL BCCH CHCTEMBbI B LICJIOM.

Jlureparypa: TOCT P MICO/MOK 27005-2010

4. OueHouYHbIe cpeacTBa (OLEHOYHBIE MAaTEPHAIbI) IS NIPOBEIEHHST IPOMEKY-
TOYHOIi ATTeCTALMHA 00yYAIOMHUXCH (3AIUTHI KypCoBOil padoThI (mpoekTa)) 1o
AMCHUILIHHE (MOLYJIIO)

3aHATHS YKa3aHHOTO THUIIA HE MPEAyCMOTPCHBI OCHOBHOH IIpo(eccHOHaNbHOM 00pasoBa-
TeJILHOM MPOrPaMMOH.



