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1 Ilean ¥ 3272491 OCBOECHH ST TUCHHUIIIHHBI (Moay.Jis1)

L{ebI0 H3y4EHUSI AUCLUIIMHBL SBISICTCS OCBOCHUE 06y4aeMbIM OJX0J0B K 00E€CIICICHHIO
HH(OPMAIIMOHHOH 0E3011aCHOCTH TEPPHTOPHANLHO-PACIIPE/ICICHHBIX UH(POPMAIIMOHHBIX CUCTEM
KPYIHBIX TPEANPUATHI — KOpropauii (KOpHopaTuBHbIX MHQOPMALIMOHHBIX CUCTEM).

3aauaMy JUCLMITIAHBL ABISIOTCA:

- m3yuenme creuuukd 06paboTKM MHPOPMAIMK B KOPIOPATHBHBIX HH(POPMALMOHHBIX
CHUCTEMAX;

- M3yueHUe NPOrPaMMHO-AIIAPATHBIX CPEICTB 3AIIUTEI uH(pOpMalLny;

- U3ydeHHE METOJOB aHaIM3a U IUIAHUPOBAHU MH(QOPMAIIHOHHOM 3aIMThl KOMITbIOTEPHBIX
CHCTEM, CETEHi 1 MX KOMITIOHCHTOB;

- M3y4EHHE CPEICTB 3alUThI CETEBbIX cIryxo0.

2 MecTo AMCHMILIAHBI (MOXYJIA) B CTPYKTYpe OCHOBHOW MPOdecCHOHaIb-
HOI1 00pa30BaTeJbLHO NPOrPaAMMBI

Jlucuumnaa (MOJyJIb) OTHOCHTCS K 4acTH 0Gpa30BaTeILHON IPOrpaMMbl, (pOPMUPYEMOH
Y4aCTHMKAMHU 00Pa30BaTEIbHBIX OTHOIICHHUH.
JTucrurirHa (MOy/Ib) U3ydacTest B 2 CeMECTpE.

3 IlepeyeHb IUIAHUPYEMBIX Pe3yJbTaTOB o0ydeHusi 10 JUCHHUILIAHE (MO-
AYJI10)

[lepeyeHp MIAHUPYEMBIX PE3yJbTaTOB 00YYCHHS 110 NMCLHIITHHE (MOJTYJTI0), COOTHECEHHBIX
C IUIAHHPYEMBIMH Pe3yJIbTaTaMH OCBOEHHs OCHOBHOH npodeccroHaIbHON 00pa30BATEIBHON TIPO-
rpaMMBbI ((pOpMUPYEMBIME KOMIIETCHUMSMHU) ¥ HHAMKATOPAMU UX IOCTKCHNUA, YCTAHOBJIECHHLIMH B
00Imel XapakTePUCTHKE OCHOBHOM podecCMOHATBHON 00pa3oBaTebHON MPOrPaMMBbL, pUBEACH
HIDKE.

B pesynbprare 0CBOCHHS AUCLUILIMHBI (MoyI1s1) O0Y4aIOIMKCS JOIDKEH:

3HaTh:
1) o6mirie TPHHIMILE QYHKIMOHMPOBAHKS aNNapaTHBIX, HPOrPAMMHbIX 1 IPOrpaMMHOANIIAPATHBIX
CPEACTB aIMUHUCTPUPYEMOH CETH; - APXUTEKTYPY alllapaTHBIX, IPOrpaMMHBIX 1 pOrpaMMHO-
AIMapaTHBIX CPE/ICTB AMUHUCTPUPYEMON CETH. (ITK-4, xon unukaropa I1K-4.1).

YMmerh:
1) aHaH3MpPOBATH COOOIMIEHHS 00 OHOKAX B CETEBBIX YCTPOWCTBAX U ONEPAIMOHHBIX CUCTEMAX; -
JIOKQTH30BATh OTKA3 ¥ MHALMHPOBATH KOPPEKTUPYIONIMES NEHCTBUSA; - NTOKYMCHTHPOBATH N3MCHE-
HUs B KOHQUIypaluu aIMUHUCTPUPYEMOTO IPOrPaMMHOTO o0ecIieYeHH s, - YCTaHAaBIMBATh U HHU-
LMATH3MPOBATh HOBOE IIPOrPAMMHOE 00eCIeueHHUE; - NPOU3BOAUTE MOHUTOPHHT aJIMUHUCTPHUPYE-
MO#f CETH; - TOKYMEHTHPOBATh YUETHYIO HHQOPMALHIO 00 HCIOJIb30BAHAN CETEBBIX PECYPCOB.
(IIK-4, xox unukaropa [1K-4.2).

Bianern:
1) BbisiBieHHS cOOEB M OTKA30B CETEBBIX YCTPOWCTB ¥ ONEPANMOHHBIX CHCTEM; - UHUIIHUPOBAHHUA
KOPPEKTHPYIOIIUX JEHCTBUH - MPOBEPKHU HEJIOCTHOCTH MPOrpaMMHOIO obecreueHus; - NPOBEPKU
Ha COBMECTHMOCTH CYLIECTBYIOIETO M yCTaHABIMBAEMOIO MPOTrpaMMHOI0O obecrieyeHus; - KOH-
TpoIIs cUCTEMbI cOopa ¥ Tiepe/iaun y4eTHOHU MH]OPMAIIMH; - COCTABIEHHE OTYETOB 00 UCIONIB30Ba~
HUW CETEBbIX PECYPCOB H OTepalHoHHbIX cucremax. (IIK-4, ko nHauKaTopa 1K-4.3).

[onmble HAUMEHOBAHUS KOMIIETEHIMHA M MHAMKATOPOB HMX JIOCTHIKCHMS TPCACTAaBICHBI B
0611eil XapaKTepPUCTUKE OCHOBHO# MPO(eCCHOHATBHOM 00pa3oBaTelIbHOM IPOrpaMMmBbl.

4 O6beM U colepKaHue THCIHILUIMHBI (MO1y/Is1)
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4.1 O6beM QUCHUTINHBLI (MOLYJIs), 00bEM KOHTAKTHON H CAMOCTOAATE/Ib-
Hoii paboTbl 00yYalomIerocsi MPH OCBOCHHU JHCUMITHHBI (moayJisi), (popMbI
IPOMEKYTOYHOM aTTecTaliy 10 TACUNILIHHE (Mony.J110)

2 " O6BbeM KOHTAKTHOIi padoThI = =
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Ounas popma 00y4eHHUS

2 34 3 108 12 12 - - 0 0,1 83,9
HTtoro - 3 108 12 12 - - 0 0,1 83,9

VCII0BHBIE COKpamieHus: D — dK3ameH, 34 — 3aueT, 113 — mudpepeHIUPOBAHHBIN 3a4eT (3a4eT
¢ ouenkoit), KII — 3amura KypcoBOIo IPOCKTa, KP — 3ammura KypcoBoi paboThi.

4.2 Coaep:kanue JIEKIHOHHBIX 3aHATHH
Ounasi popma 00yueHHs

TNQ
IT/n
1 |[Ipo6rembl 6€30IACHOCTH KOPIIOPATHBHOK uHPOpMALUU
1.1 |OCHOBHbBIC MOHATHS U AHATH3 YIPO3 HHPOPMALMOHHO 6E30TIACHOCTH
1.1.1 |OcHOBHbIC TOHATHS 3aLIUTH HEGOpMALMH ¥ HADOPMALIOHHON 0e301acCHOCTH
1.1.2 |Anamu3 yrpo3 uHGOPMAIMOHHON 6E3011aCHOCTH
1.1.3 |Criocobs! obecneyeHns 6€30MacHOCTH MH(POPMAIOHHbIX CUCTEM
1.2 |[Monutnka nE(GOPMAIMOHHOM GE30TaCHOCTH
1.2.1 |OcrHoBHBIC IOHATHS TIOIUTUKH OE301IACHOCTH
1.2.2 |CtpykTypa MoanTiky 6e30nacHOCTH OpraHi3aliii
1.2.3 |Pa3paboTKa MONMTHKY Oe30IaCHOCTH OpraHu3alii
2 | TeXHOIOrMH 3aL{UTHl KOPIOPATUBHBIX JAHHbIX
2.1 |Kpunrorpaguueckas 3amura MHGopMauu
2.1.1 |OcnoBHBIC TOHSTHA KpUITOrpaQUUECKO 3alUThL uHdopMaLyU
2.1.2 |Cummerpuusble KPUIITOCHCTEMBI M GPOBAHMISA

TeMbl JIEKITHOHHBIX 3aHITHI

2.1.3 |Acummerpuunble KPUITOCHCTEMBI IH(POBAHHSA

2.1.4 |OyHKMY XOIIMPOBAHUA

2.1.5 (DnekrponHas mudpopas HOAIHUCH

2.1.6 |YrpapieHUe KpUITOKIIOYaMH

2.1.7 |MudpacTpykTypa ynpaBieHUs OTKPLITHIMH KIIFOHaMU PKI
2.2 |Wnentudukaims, ayTeHTHQUKALUS U YIIPaBJICHIE NOCTYIIOM
2.2.1 |AyrenruduKalys, aBTOpU3alU U AIMAHUCTPUPOBAHIC neiicTBUiA 10JIb30BATENEN

2.2.2 [Mertoasl ayTeHTH()HUKALMH, HCTIOIb3YIOIINC M1apOJII

2.2.3 |Crporast ayTeHTU(QUKALHSL

2.2.4 |buoMeTpudecKas ayTeHTH(HUKAIHA MOIb30BaTCIL

2.2.5 |YnpasiieHHe JOCTYIIOM 10 CXeME OIHOKPATHOT'O BXO/A € aBTopusarmeit Single Sign-On

2.3 [3ammTa 3IeKTPOHHOrO JOKyMEHTO000pOTa

2.3.1 |KoHIemust 3IeKTPOHHOTO JIOKYMEHT0000pOTa




I/

TeMBI TEKIIMOHHBIX 3aHSATUI

232

Oco6eHHOCTH 3aIIUTHI AIIEKTPOHHOTO IOKYMEHTO000pOoTa

2.3.3

amura 0a3 JaHHBIX

234

3ammTa KOpnopaTUBHOTO MOYTOBOTO IOKyMEHTO00O0pOTa

238

3ammTa CUCTEMBI JIEKTPOHHOT0 ToKyMeHToobopora DIRECTUM

KommiekcHast 3aiuTa KOprnopaTUBHBIX HHPOPMALMOHHBIX CUCTEM

3.1

[TpuHIUIIBI KOMIUIEKCHOM 3aIlIUTHl KOPIOPATUBHON WHpOpMALIUN

3.1

ApPXUTEKTYpa KOPIOPATUBHON MH(OPMAIIMOHHON CUCTEMBI

51

CTpyKTypa CUCTEMBI 3allIUThl HH()OPMAIH B KOPIIOPATUBHON MH()OPMAITHOHHON CHCTEME

3.13

KommekcHblit moaxon K obecneyennto nHpopmannonnoi 6ezonacnoctu KMC

3.14

IMoacucremsl nHbopMarmornHoi 6e3omnacuoctu KUC

3.2

3amuTa OT BpEJOHOCHBIX IPOrpaMM M Cllama

3.2.1

Knaccudukaiiys BpeJOHOCHBIX IPOTPaMM

322

OCHOBBI pabOTHI AHTUBUPYCHBIX NMPOrPaAMM

CpencTBa 3alIUThl OT HEXENATENbHON KOPPECTIOHACHIINN

3.24

3aiura KOpIopaTuBHOM CETH OT BO3JEHCTBHS BPEIOHOCHBIX IIPOrpaMM U BUPYCOB

3.3

OOGHapyXeHue U npe10TBPAICHIE BTOPKEHUN

N

OCHOBHBIE TIOHATHSA

Oo6napy:xeHue BTop>keHuit cucremont IPS

3:3:3

[Tpenorspamenue Bropxenuii B KNMC

3.34

CoBpEMEHHBIE CPEICTBA MTPENOTBPALLIEHUS] BTOPKEHUI

3.4

MesxceTeBoe SKpaHUPOBAHUE

34.1

DO yYHKIMU MEKCETEBBIX DKPAaHOB

342

OcobenHocTy HyHKITMOHUPOBAHUSI MEKCETEBBIX IKPAHOB

343

CxeMbl ceTeBOM 3aIUThI Ha 0a3e MEXKCETEBbIX YKPAHOB

3.5

Bupryansnsle 3amumenssie cetu VPN

3.5.1

KoHuenuus moctpoeHus: BUPTyalbHbIX 3alMINEHHbBIX ceTeil VPN

352

VPN-penieHus 1iis NOCTPOSHHUS 3alUIIEHHBIX CETEeN

338

CoBpemenHble VPN-n1po1yKThl

VYrpasienue HHGOpMaIOHHON 6€30MTaCHOCTHIO

4.1

VYrpasienue cpenctBamu odbecnieueHusi MHGOpMaMoHHON 6€301acHOCTH

4.1.1

3amaun ynpapieHus HHHOPMAIMOHHON 0€30IMaCHOCTHIO

4.1.2

ApxuTekTypa ynpasieHus nHpopMaroHHoi 6e3onacHoctbio KMC

413

OyHKIIMOHUPOBAHKUE CHCTEMBI yIipaBiieHus! HH(opMarmonHon 6e3onacHocTbio KMC

4.1.4

O030p COBPEMEHHBIX CHCTEM YNPaBJICHUsI O€30MAaCHOCTHIO

4.2

CrangapTsl HHOOPMAIIMOHHON OE30MaCHOCTH

4.2.1

Poub crangapToB HHGOPMAIIMOHHOM OE30MTACHOCTH

4.2.2

MesTyHapOoIHbIE CTaHAAPTHl MH()OPMAIIMOHHOW 0€30MacCHOCTH

423

OTteyecTBEHHBIE CTAaHAAPTHI HHPOPMAITMOHHON OE30MTaCHOCTH

4.3 Conep:kanue NPaAaKTHYECKUX (CEMUHAPCKNX) 3aHATHI
Ounas ¢popma o0y4eHus

HanMeHoBaHMS NPaKTHYECKUX (CEMHMHAPCKHUX) padoT

[MTpakTrueckas padora Nel. M3ydeHune o0bekTa HHPOpMATH3AUH (KOPIOPaTUBHON HHDOP-
MaIMOHHOM CHCTEMbI) B COOTBETCTBUU C MHJIMBUyaIbHOW TEMON

[Tpaktuyeckas padora Ne2. Ompenenenue BUIOB 3allIMIIaeMoil MHPOPMALUU B KOpPIIOpa-
TUBHOU WH()OPMAIIMOHHOW CHUCTEME




13“1—’1 HanMeHOBaHHUS NPAKTHYECKHUX (CEMHHAPCKHX) padoT

3  |lIpakrtuueckas pabora Ne3. OnpeneneHue akTyalbHbIX Yrpo3 U YA3BUMOCTEH [UIs MOZLyJIEH
KOPIOpPATUBHON NH(YOPMAIMOHHON CUCTEMBI

4  |IIpaktuueckas pa6ora Ned. [Togbop HOKyMEHTOB JUIsl 3ALHTEL uHpopManuu, 00padarsBa-
eMoil B KOpropaTuBHO# NHGOPMAIMOHHON CHCTEME

5 |TIpaxtuueckas padota Ne5. BeiOop CpeaCTB 3alUThL I MOLyNell KoprnopaTuBHOH UH(OP-
MAaIMOHHOM CUCTEMBI

6 [|IIpakruueckas pa6ora Ne6. CocraBieHre TEXHUYECKOTO 3a1aHIA Ha 3aUTY MOAYJIEH KOp-

HOpaTUBHON HH(POPMAIIMOHHON CHCTEMBbI

4.4 Copep:xanue J1a00paTOPHbIX PaboT

Ouynasi popma o0yueHust
3aHATHS YKAa3aHHOIO THIIA HE MPEAYCMOTPCHBI OCHOBHO} TpodecCHOHAIBHOM 00pa3oBa-

TEJNBLHOM MPOrpaMMON.

4.5 Conep:kanne KIMHHYECKUX NPAKTAIECKUX 3aHATHI
3aHATHSA YKA3aHHOIO THIIA HE MPEIyCMOTPCHBI OCHOBHO} TpodeccHoHaIbHOM 00pa3oBa-

TENHLHON MPOrPaMMOH.

4.6 CojepskaHue caMOCTOSITEIbHON PaGoThI 00yYaroIerocs

Ounas ¢opma 00yueHust

Ne "
i Bu/ibl 1 (JOPMBbI CAMOCTOSITEILHOM PaGoThI
1 |MoaroroBka k mpakTHYECKUM (CEMUHAPCKUM) 3aHATHAM
2 |OTBeTsl Ha KOHTPOJIBHBIE BOIIPOCH! K NPAKTUIECKUM (ceMHHApCKUM) 3aHATUAM
3 |@opMupoBanue MPELIOKEHII IO 3amMTe 00HEKTOB nH(OPMATH3AIUM B PAMKax MpaKTU-

qecKHX paboT, U3ydeHHe HOPMATHBHBIX JOKYMEHTOB I10 3aIlUTe MOJTyJIell KOpIOpaTUBHBIX

MH(POPMAIMOHHBIX CUCTEM, 0QOpMIICHUE NPAKTHYECKUX paboT

5 Cucrema (hpopMHpOBaHMsI OLEHKH Pe3yJIbTaroB OOyYeHHs MO JHCHH-

mwinHe (MOIYTI0) B PAMKAX TeKyIero KOHTPO/Is yCHeBaeMOCTH U MPOMERYTO-
HOil aTTecTanmnn 00y4arouerocs

Ounasi popma 00yueHust

MeponpusiTisi TEKylIero KOHTPoJis yCrneBaeMocTH MaxkcumajbHoe
¥ IPOMEKYTOUHOIT aTTecTanNH 00y4arollerocs KOJIN4YecTBO 0aJU10B
OuennBaeMasi yueOHasl 1esITeJIbHOCTD
o0yuamerocs:
TMocelenye JEKIHOHHBIX 3aHATHM 18
. BhinoHeHHE OpakTUYecKoil paboTer Ne 1 7
Texyinii >
BhiNoIHEHHE NPaKTHYecKoi paboThr No 2 7
KOHTPOJIb =
BhIMoJIHEHNE NPakTHuecKoil padoTsl Ne 3 7
yCIIEBAEMOCTH =
BhinonHeRe npakTiyeckoil padorer No 4 7
BhiNoIHEHHE TPaKTUYeCKOi paboThr Ne 5 &
BhinoIHEHHE NpaKTUYecKoil paboTsr No 6 7
Hroro 60




MeponpuaTHs TEKYIIEro KOHTPOJIS yCIeBaeMOCTH MakcumMajibHoe
¥ MPOMEKYTOYHOIi aTTecTanuu 00yyaomerocst KOJINYeCTBO 0AJ1J10B
IpomexyTou- |3auem 40 (100*)
Has aTTeCcTalus

* B cllyJae 0TKa3a 00y4aromerocs OT Pe3yIbTaToB TEKYIIEr0 KOHTPOIIA yCHeBaCMOCTH

IIIxa/1a cCOOTBETCTBHS OEHOK B CTOGAILHOM 1 aKaJeMUY€eCKOH cucTemMax ome-
HUBAHUSA Pe3yJbTATOB 00y4YeHHs N0 AUCIHUIINHE (MoxyJ110)

CucremMa OLCHUBAHUS

pe3yJIbTaTOB 00yYeHHsI

CrobauibHas cucTeMa OLCHUBAaHUA 0-139 40 — 60 61 —80 81 —100

AkanemMudeckasi CUCTeMa OLICHUBAHMSA

(3x3amen, b epeHIMPOBAHHbBIN 3a4eT, Heynosne- | Y10B1eTBo-
3aIUTa KypcoBOrO MIPOCKTA, TBOPUTEJIBHO | PHUTENBHO

3aIMTa KypcoBOil paboThl)
AkazeMudecKasi CHCTEMa OLICHUBaHUSA
(3ayer)

OneHku

Xopomo | OTar4aHO

He 3ayreno 3ayTeHo

6 Onucanue MaTepHAIbLHO-TEXHHUECKOi 6a3bl (BK/II0YAs o0opy10BaHHE U
TeXHHYeCKHe cpeicTBa 00ydeHHs1), HeOOX0MUMO 15l OCYINeCTBJICHUS o0pa3o-
BATeJLHOTO IpoIecca M0 AUCHHILIHHE (MOY/1I0)

J1u1s1 OCYIIECTBIIEHHS 00Pa30BaTENLHOrO MPOLECCa 110 AUCIUTIINHE (Mozyiio) TpeOyerTcsi:

_ JU1sl TIPOBE/ICHHs JIEKLOHHBIX 3aHSTHA — CTAaHAapTHAA ayAUTOPHs, OCHAIICHHAA TIOCKO1,
YUIH ayAHTOPHS, OCHALICHHAS BUICONPOCKTOPOM, HACTCHHBIM SKPAHOM, HOYTOYKOM;

- JUTSL [IPOBEJICHHST IPAKTUYECKUX 3aHSTHA — CTaHIAPTHAs ayAUTOPHSA, OCHAILICHHAN JIOCKOH,
VI ayUTOPHS, OCHALLICHHAA BHJIEONIPOCKTOPOM, HACTEHHBIM SKPAHOM, HOYTOYKOM HJIH ayUTO-
p¥isi, OCHAILICHHAS KOMIBIOTEPAMHU C yCTaHOBJICHHBIMU OC Windows (Linux) u Libre Office/Open
Office/MoitOduc.

CrielMatn3upOBaHHOE 000PYI0BaHUE HE TPEOYeTCs.

7 TlepeyeHb OCHOBHOM M IONOJIHMTEIbHOM yueOHo#l JIHTepaTyphbi, Heodxo-
JMMOi U151 0CBOCHHSI IHCUUILTMHBI (MOTYJI51)

7.1 OcHOBHAas1 IMTEPATYpPA

1. Taguukuii A.B., Psoxo C.JI., [Hanprun B.®. 3amura unbopMaliy B CETH - aHANM3
TexHojorui u cuntes pemenuit. - M.: JIMK Tlpece, 2004. - 616 c.: ui.

2. Muxyuss B.JL, [Maxerua B.®. DnekrpoHHas upeHTuduKanysa. beCKOHTaKTHbIE SJICK-
TPOHHBIE HICHTU(QHUKATOPBI U CMAPT-KapThL. - M.: 000 «MzmarensctBo ACT»: M3natensctBo «HT
ITpeccy, 2004. - 695 ¢.: ui.

3. 3uma B.M., Monznosu A.A., Monnossa H.A. be3omacHoCTh rJ100aMbHBIX CETEBBIX TEX-
Homoruii. - CI16.: BXB-Ilerep0Oypr, 2001. - 320 c.: uiL.

4. Kounommu T., Berr K. Bassl nannbix. [IpoextupoBanie, peainsanis 1 COpOBOKICHNS.
Teopus u mpakTUKa. - 3-¢ u3a.: llep. ¢ anri. - M.: Usnarensekuit 1o «Buibsamey, 2003. - 1440 c.:
Uil

5. MamaeB M., Ilerpenko C. TexHOIOTMU 3aLIUTHI undopmaruu Mureprera. Creruank-
Hblii crpaBounuk. - CI16.: ITurep, 2002. - 848 c.

6. Omudep B.I'., Omudep H.A. HoBbie TEXHOJIOTHH U o6opynosanue [P-cereii. - CII6.:




BXB - Caukr-Ilerepoypr, 2000. - 512 c.

7. Tanacenko C.IL., Barypa B.I1. OcHoBb KpUTITOrpadmu 1Jisi SKOHOMHCTOB! yue0. 1moco-
6ue / Ion pex. JL.T'. TarapuHoid. - M.: ®unanchl ¥ cratuctuka, 2005. - 176 ¢.: ui.

8. PomanentO.B., Tumodees ILA., Hlanprun B.®. 3amuTta uH(OpPMAIMU B KOMIIBIOTEP-
HBIX CHCTEMax M CeTsX. - 2-¢ u3a. - M.: Paguo u cB3b, 2001. - 376 c.: un.

9. Camepmunos A.A., Tpaitnes B.A., ®enynos A.A. NupopmanuoHsas 0€30MacHOCTb
npeanpustus. - M.: U3, Jlamkos u Ko., 2006. - 336 c.: ui.

10. Cmupror C.H. be3onacHOCTb CUCTEM 6a3 nanHbx. - M.: [eimmoc APB, 2007. - 352 c.:
WL

7.2 JlonoJHUTEIbHAS JIUTEPaTypa

1. CoxonoB A.B., lllanprun B.®. 3auura uHGopMaLNK B paCIPEACICHHBIX KOPIIOPATHE-
HBIX ceTsix U cuctemax. - M.: IMK TIpecc, 2002. - 656 c.: uiL.
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